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CLAIMS 

1. A method used by an computerized export control system for online 
information in a primary country, comprising: 

allowing log-on by a user to the computerized export control system 
only when the user has a verified citizenship that is recorded and available to 
the computerized export control system. 

2. The method according to claim 1, further comprising: 

presenting a legal consequences alert to the user; 

accepting a citizenship selection from the user; and 

recording the citizenship selection as the user's verified citizenship. 

3. The method according to claim 2, further comprising: 

denying an online change of the verified citizenship from a country that 
is recorded as being restricted to a country that is recorded as being not 
restricted: 

4. The method according to claim 2, further comprising: 

requiring the user to identify a permanent residency status in the 
primary country when the citizenship selection is other than the primary 
country. 

5. The method according to claim 1, wherein the verified citizenship is obtained 
from a personnel records system. 

6. The method according to claim 1, further comprising: 

recording a work country of the user that is determined from a business 
location of the user recorded in a personnel records system. 

7. The method according to claim 1, further comprising: 

identifying a first user as an Export Control Specialist when the first 
user's log-on identification matches an identification in a list of Export Control 
Specialists available to the computerized export control system; and 
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accepting an alteration of a second user's recorded license status for a 
document from the Export Control Specialist. 

8. A method used in an computerized export control system for online 
5 information in a primary country, comprising: 

recording an export control classification number (ECCN) for a new 
document, when a user entered ECCN matches an ECCN on a recorded list of 
valid ECCN's. 

9. The method according to claim 8, further comprising: 
providing a selection to the user to indicate whether an exportation of 

the new document is known to be restricted by the government of the primary 
country by other than ECCN's, and 

recording the selection made by the user. 

10. The method according to claim 8, further comprising: 
providing at least one field to the user for identifying one or more entry 

participants when an option of drafting a new document has been selected by 
the user; 

recording the one or more entry participants identified by the user; and 
automatically notifying the one or more identified entry participants that 
the new document is submitted when a draft of a document is submitted by the 
user. 

25 11. The method according to claim 10, further comprising: 

obtaining an identification of a manager of at least one of the one or 
more entry participants from a personnel records system; and 

recording the manager as an entry participant for the new document. 

30 12. The method according to claim 8, further comprising: 

permitting user access to a document under when at least one of the 
following conditions is true 

the user is an author of the document, 
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the document is not commerce restricted and there is no non- 
commerce restriction for the user for the document, and 
the user has an export license for the document. 

13. The method according to claim 8, further comprising: 

automatically notifying at least one Export Control Specialist when a 
document is submitted and the document has an export workflow restriction. 

14. The method according to claim 13, further comprising: 

recording a document as having an export workflow restriction when 
there is an entry participant that is recorded as having a user export restriction 
for the document. 

15. The method according to claim 8, further comprising: 

determining that a document is commerce restricted when no ECCN's 
are recorded for the document. 

16. The method according to claim 8, further comprising: 

recording a user as having no user export restriction for a document 
when the user is recorded as being an author for the document. 

17. The method according to claim 8, further comprising: 

recording a user as having no user export restriction for a document 
when the user has a license status recorded that indicates the user is licensed 
for the document. 

18. The method according to claim 8, further comprising determining a user 
commerce restriction for a document based on at least one of the following 
criteria: 

whether a verified citizenship is recorded for the user; 

whether a work country recorded for a first author of the document is 
the country of the verified recorded citizenship of the user; 

whether the country of the verified citizenship recorded for the user is 
also recorded as being a restricted country; 
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whether a permanent residency in the primary country is recorded for 
the user; 

whether a work country is recorded for the user; 
whether the work country recorded for the first author of the document 
5 is the work country recorded for the user; and 

whether the work country recorded for the user is recorded as a 
restricted country. 

19. The method according to claim 8, further comprising determining a user 
10 non-commerce restriction for a document based on at least one of the following 
criteria: 

whether a verified citizenship is recorded for the user; 
whether the country of the verified citizenship of the user is the primary 
country; 

15 whether a permanent residency in the primary country is recorded for 

the user; 

whether a work country is recorded for the user; and 

whether the work country recorded for the user is the primary country. 

20 20. The method according to claim 8, further comprising: 

recording a user as having no user export restriction for a document 
when the document is not commerce restricted and there is no user non- 
commerce restriction for the document. 

25 21. The method according to claim 8, further comprising: 

recording a user as having no user export restriction for a document 
when there is no user commerce restriction for the document and there is no 
user non-commerce restriction for the document. 

30 22. The method according to claim 8, further comprising: 

removing a title of a document from a list of one or more documents 
when the user has a user export restriction for the document. 

23. The method according to claim 8, further comprising: 
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preventing a viewing of a document when the user has a user export 
restriction for the document. 

24. The method according to claim 8, further comprising: 

recording a status of a document as entered when all entry participants 
are recorded as having no user export restriction for the document. 

25. A method used in an computerized export control system for online 
information in a primary country, comprising: 

recording a document as being commerce restricted when at least one 
of the following statements is true; no export classification control number 
(ECCN) is recorded for the document, and at least one recorded ECCN is 
export controlled. 
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